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COMMUNICATIONS
(FY2023 Revenue: $118.038B)

The Communications segment provides wireless and wireline telecom and broadband
services to consumers located in the U.S. and businesses globally. AT&T’s business
strategies reflect bundled product offerings that cut across product lines and utilize shared
assets. This segment contains the following business units: (1) Mobility provides
nationwide wireless service and equipment, (2) Business Wireline provides advanced
ethernet-based fiber services, IP Voice and managed professional services, as well as
traditional voice and data services and related equipment to business customers, and (3)
Consumer Wireline provides broadband services, including fiber connections that provide
multi-gig services to residential customers in select locations. Consumer Wireline also
provides legacy telephony voice communication services. The segments’ service and
products are marketed under the AT&T Cricket, AT&T PREPAID, and AT&T Fiber brand
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LATIN AMERICA-MEXICO
(FY2023 Revenue: $3.932B)

The Larin America segment provides wireless communications services in Mexico
(marketed under the AT&T and Unefon brand names), utilizing its regional and national
wireless networks in Mexico. AT&T acquired its Mexican wireline operations in 2015 to
establish a seamless, cross-border North American wireless network which now covers an
area with over 438 million people and business in the U.S. and Mexico. The company’s 4G
LTE network in Mexico now covers 104 million people and businesses.
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AT&T Dedicated Internet: AT&T Dedicated Internet refers to a service
Erovlded by AT&T that offers a high-speed, reliable connection for
usiness customers. Unlike standard residential intenet connections,
which are shared among multiple users and subject to fluctuations in
speed and reliability, dedicated internet provides a consistent and
guaranteed level of bandwidth exclusively for the customer's use.

Bandwidth: Bandwidth in the context of computer networking and
internet connectivity refers to the maximum rate of data transfer across
a network connecfion. It is commonly measured in bits per second
gbp ), and higher bandwidth indicates a higher capacity for data
transfer. Bandwidth affects the speed and quality of data transmission,
including internet browsing, streaming, downloading, and uploading.

Broadband Services: Broadband services refer to high-speed internet
connections that provide faster and more reliablé access to the
internet compared to traditional dial-up connections. These services
use a wide range of technologies, such as DSL (Digital Subscriber
Line), cable, fiber optics, and wireless, to transmit data at high speeds.
Broadband enables users to stream videos, download large files, play
online games, and browse the web with ease. It has become essential
for various activities in our modem digital age, including work,
education, entertainment, and communication.

Cloud Native Environment: Refers to the concept of building and
running applications to take advantage of distributed computin
offeres .by the cloud delivery model. Cloud native aJ)PS are designe
and built to exploit the scale, elasticity, resiliency, and Tlexibility the.
cloud provides. In a cloud-enabled solution, a

company's application is deployed in the public
cloud but still requires a physical server of its own
for operations. However,  with a cloud-native

system, the company does not require any
computing infrastructure onsite.

DAS: DAS stands for Distributed Antenna System. In the field of
telecommunications, a Distributed Antenna System is a network of
antennas that are strategically placed throughout a building or area to
enhance wireless network coverage and capacity.

Here's how a DAS typically works:

Antenna Distribution: The system consists of multiple antennas

distributed throughout the coverage area. These antennas are

connected to a Central hub or base station. Central Hub/Base

Station: The central hub or base station is responsible for

{ﬁce[l)\f&réq and transmitting signals to and from the antennas in
e DAS.

Signal Distribution: The central hub distributes signals to the
antennas, which then transmit and receive wireless signals to
and from mobile devices within their respective coverage areas.

Coverage Enhancement: DAS is often deployed in areas where
traditional wireless network coverage is inadequate or where
there is a high demand for wireless Services, such as stadiums,
airports, large buildings, and urban areas.

Capacity Expansion: DAS helps increase the capacity of
wireless networks by qﬂloadlng traffic_from congested cell
towers and providing additional channels for communication.

Carrier-Neutral: In many cases, DAS systems are carrier-neutral,
meaning they can’ support multiple ~wireless carriers
simultaneously, allowing users from different networks to benefit
from improved coverage and capacity.

Gateways/Bridges: A gateway is a hardware device or a software
progDram that acts as a bridge between two different networks,
enabling them to communicate with each other. Typically, these
networks use different protocols or operate in different’ environments,
like a local area network (LAN) and the internet. Gateways perform
various functions such as:

Protocol Conversion: They translate different network protocols,
ensuring that data packets can move between disparate networks.
Data Translation and Encapsulation; Gateways can modify the data
format to be compatible with the receiving network.

Security: Often, they include security features like firewalls to protect
internal networks from external threats.

Rotutln% They can determine the best path for data to travel between
networks.

A common example of a gateway in many home networks is a router,
which connects a home L to the internet. In enterprise
environments, gateways are more complex, handling more
sophisticated tasks like VOIP services, emails, and cloud applications.
Gateways are crucial for the interconnectedness of different network
types and are fundamental components in ensuring smooth, secure
network communication.

Cloud Service Provider (CSP): A Cloud Service Provider or CSP is a
company that offers a range of computing services and resources over
the Intenet. These services can include infrastructure-as-a-service
IaaSg latform-as-a-service , and software-as-a-service
SaaS). CSPs manage the infrastructure and piatforms that run the
applications and services, freelnﬁ their customers from the need to
invest in and maintain their own physical IT infrastructure.

Key offerings of CSPs typically include:

Smggﬁ: Remote storage solutions that can be scaled up or down as
needed.

L‘@qmu,p,ug_bw: Virtual machines and processing power for running
applications.

Databases: Managed database services.

ing: Tools and capabilities for managing networks in the cloud.
oftware Applications: Hosted software that users can access and use
over the internet.

Popular CSPs include Amazon Web Services (AWS), Alibaba Cloud
Microsoft Azure, and Google Cloud. They cater to a wide range of
needs, from small businesses seeking cost-effective IT solutions to
large enterprises requiring complex, scalable cloud architectures.
Cloud services are known for their flexibility, scalability, and cost-
effectiveness, enabling users to pay only for the resources they use.

aws ') AMicrosoﬁ Azure
AibabaCloud  Google Cloud

Data Center. The data center centralizes a business enterprise’s
shared IT operations for the purpose of storing, backing up and
recovering, managing, processing, and disseminating data and
applications. It consists of (a) a building or facility large enough to
house energy-consuming equipment in a climate-controlled
environment,” (b) equipment and sottware to run IT operations and
store data and applications (‘core components” include servers,
storage systems, networking infrastructure such as hubs, switches,
routers, bridges, gateways, multiplexers, transceivers, and information
security elements such” as firewalls, VPN gateways, and intrusion
detection systems), (c) support infrastructure (i.e., equgfnmgnt
contributing to securely Sustaining the highest IT system availability
and reliability possible—99.671%-99.995% availability) such as
uninterruptible power sources, environmental control systems, and
physical 'security systems, and (d) operations staff to ‘monitor and
maintain the IT and infrastructure equipment on a 24/7 basis. Because
they house an organization’s most critical asset (data), data centers
are crucial for daily operations and business continuity of an enterprise
and are viewed as top priorities. There i adl
are 7+ million data centers worldwide.
Due to the public cloud, modem data
center infrastructures have evolved from
on-premises  physical  servers to
virtualized  platiorms  that  support
aPpllcatlons and workloads across multi-
cloud environments.

Internet Services: Internet services refer to the various services and
capabilities that the internet provides to users. These services include:

Web Browsing: Accessing websites and web pages using web
browsers like"Chrome, Firefox, or Safari to gather information,
shop online, or connect with others.

Email: Sending and receiving electronic messages and
\E}ttachm’\/?n.tls through email services like Gmail, Outlook, or
‘ahoo Mail.

Search Engines: Using search engines such as Google or Bing
to find information, websites, and resources on the internet.

Social Media: Interactinf; with others, sharing content, and
Eetkwcar}(mg on platforms like Facebook, Twitter, Instagram, and
inkedIn.

Online Communication: Utilizing services like Skype, Zoom, or
Microsoft Teams for video and voice calls, instant messaging,
and video conferencing.

Streaming Media; Watching movies, TV shows, and videos on
platforms'like Netflix, YouTube, Hulu, or Amazon Prime Video.

Online Shopping: Purchasing products and services from e-
commerce websites like Amazon, eBay, or Shopify.

Cloud Storafge: Stgring and accessing files and data on cloud
storage platforms like Dropbox, Googlé Drive, or iCloud.

Online Gaming: Playing\‘ video games with others over the
internet on platforms “like Steam, Xbox Live, PlayStation
Network, or online gaming communities.

Information  Sharing: Sharing and accessing user-generated
content, articles, blogs, and forums for knowledge exchange.

Legacy Voice: Legacy voice services refer to traditional telephony
systems and communication methods that predate the digital and
internet-based technologies commonly used today. These “services
primarily rely on analog or circuit-switched networks. Key
characteristics of legacy voice services include:

Analog Voice Calls: Legacy voice services are based on analo
signals, and they use circuit-switched networks to establis|
voice connections. This is in contrast to digital voice services,
which transmit data in packets over the internet.

Plain Old Telephone Service (POTS): POTS is a classic
example of legacy voice service, providing basic voice
communication using copper wires and analog technology.

Fixed-Line Telephones: Legacy voice services often involve
traditional |andline phones™ that are connected to physical
telephone lines. Users are assigned a specific phone number
tied to their location.

Limited Features: Legacy voice services typically offer basic
calling features such as voice calling, "call ‘Wwaiting, call
forwarding, and voicemail. Advanced features like video calling
and text messaging are usually not supported or are separate
services.

Higher Costs: These services are often more expensive than
modem VolP (Voice over Internet Protocol) or IP-based voice
services, as they require maintaining a physical infrastructure of
telephone lines and switches.

Decreasing  Popularity: Leg{acy voice services have been
steadily declining in po(j)ulan y as more people switch to d{;;ltal
communication methods, such as mobile phones and VolP
services, which offer greater flexibility, features, and cost
savings.

While legacy voice services continue to exist in some areas, th? are
increasingly’ being replaced by more advanced and efficient digital
voice technologies that take advantage of the internet and modern
telecommunications infrastructure.

NFV: NFV, or Network Functions Virtualization, revolutionizes
traditional telecommunications by vmuallzm% network functions
t){(plcally performed l:éy dedicated hardware. In NFV, these functions
like firewalls and load balancers, are transformed info software-based
instances called Virtualized Network Functions (VNFs), runnlnﬁ on
standard servers. This decoupling of functions from hardware allows
for dynamic = deployment, scallln.?, and management of network
services, leading to greater flexibility, scalability, and cost efficiency.
NFV accelerates service innovation, enabling rapid introduction of new
services and_applications to meet evolving customer demands.
Ultimately, NFV streamlines network operations, fosters innovation,

and drives the evolution of modern telecommunications infrastructure.

POTS: POTS, or Plain Old Telephone Service, refers to the traditional
analog telephone service that has been in use for decades. It utilizes
copper wires to transmit voice signals between users over the Public
Switched Telephone Network (P! N?. POTS provides basic telephony
services, including voice calls, caller ID, call waiting, and basic
features like three-way calling. Despite the rise of digital and intemet-
based communication’ technologies, POTS remains prevalent in many
areas, especially in rural and remote regions where digital
infrastructure may be limited. However, with the advent of digital
communication technologies like VolP (Voice over Internet Protocol),
POTS 'is gradually being replaced by more modern and versatile
telecommunications solutions.

VPN: Refers to a “Virtual Private Network,” which is a technology that
creates a safe and encrypted connection over a less secure network,
such as the internet. VPNs are used to secure web traffic and ensure
online privacy. When a user connects to a VPN server, their internet
traffic is routed throu&h that server, making it appear as if it is coming
from the server's IP address, not the user's actual location. This
provides anonymity and can bypass geographical restrictions on
content. VPNs are widely used in both personal

and professional contéxts. In a business

environment, they allow employees to securely

access the company's internal network remotely,

even when they ‘are outside the corpora
environment. For E)ersona\ use, VPNs h
protect personal data from hackers, especially
when using public Wi-Fi networks, and maintain
privacy from ISPs and websites.
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LTE: LTE, or Long-Term Evolution, is a standard for wireless
broadband communication, commonly known as 4G LTE. It offers
high-speed data transmission for mobile devices, surpassing the
capabilities of earlier technologies like 3G. LTE achieves this through
advanced radio access technologies, efficient spectrum utilization, and
optimized network architecture.” With LTE, users experience faster
download and upload speeds, reduced latency, and improved overall
network performance, making it ideal for activities such as streaming
high-definition video, online gaming, and video conferencing. LTE has
become the foundation of modern mobile networks, supporiing a wide

range of services and apEIicatipns while continually evolving to meet

Public Cloud: The public cloud is defined as computing resources
and services (e.%, servers, consumer and business applications, and
storage) offered by a cloud service provider over the public internet to
anyone who wants to use or purchase them. Cloud service providers
typically one of the Big Tech companies, such as Amazon Web
Services, Alphabet's Google Cloud, and Microsoft Azure) provide their
infrastructure (laaS or Infrastructure as a Service), their cloud-based
latforms (Paa$ or Platform as a Service), their applications (Saa$S or

oftware as a Service), and/or storage services for free (for a minimal
level of service), for a fixed fee, or on an on-demand basis, allowin
customers to pay only per usage for the central processing unit (CP
cycles, storage, or bandwidth they consume. Cloud services give
users access to computing tools without the overhead of physical
infrastructure. The cloud service Erowder owns and administers the
data centers where customers’ workloads run, Cloud service providers
assume responsibility for all hardware and infrastructure maintenance
and provide high-bandwidth network connectivity to ensure rapid
access to applications and data. Public clouds can also be deployed
faster than an enterprise’s own on-premises infrastructures and with
an almost infinitely scalable platform.

WAN: Refers to “wide area network,” which is a telecommunications
network that extends over a large geographical area, often spanning
cities, regions, or countries. It iS used to connect smaller networks
ANs or’ metro area networks (MANs), enabling comFuters an

devices at multiple locations to communicate with each other. WANs
are crucial for businesses and organizations with dispersed locations,
facilitating the sharing of resources, data, and applications across lon

distances. They often rely on leased telecommunication circuits an

can include téchnologies like frame relay, MPLS, and VPN for
connectivity.

Mok
Servers

Multi-Access Edge Computing (MEC): Multi-access edge computin

(MEC) is a network architecture concept that brings computational
resources closer to the edge of the network, typically at or near the
base stations or access points. This approach aims to reduce latency
and improve network efficiency by processing data closer to where it's
generated, rather than relying solely on centralized data centers, to
enable a wide range of ‘latency-sensitive and bandwidth-intensive
applications to be delivered with optimal user experience.

Router: A router is a networking device that forwards data packets
between computer networks. It connects different networks together,
such as linking a home or office network to the internet. Routers
erform the essential task of dlrectlnfg internet traffic efﬁcwemle/,
determining the best route for data to travel across the network to
reach its destination. They do this by using |P addresses and routing
tables to make decisions about data forwarding. In addition to routing,
modem routers _often provide other functionalities like wireless
connectivity iWI-FI), network security through firewalls, and network
management features. They are a critical ((‘ ,))
component in both home and enterprise networks,
enabling multiple devices to share a single internet
connection and communicate with each other.

Wi-Fi:  Wi-Fi is a wireless networking technology that uses radio
waves to provide hlqh- ?eed internet"and network connections to
compatible” devices. ‘It allows computers, smartphones, and other
devices to communicate with each other and access the internet
without physical wired connections. Wi-Fi networks can be found in
homes, offices, and public spaces, offering convenient connectivity

within a limited range, typically up to a few

hundred feet. Wi-Fi standards, govemed by the A

|EEE 802,11 family, have evolved to offer various

levels of performance, security, and range, -~
adapting to the increasing demand for wireless [
access in both personal and professional Wi-Fi
environments.

Edge: Refers to the “edge of a network.” In a centralized network,
client devices are connected to one server whose job is to process the
information requested by the users and hand it back to them. While a
centralized network is good enough to interact with simpler websites,
companies have found that complex projects involving a great bank of
customers work better with an

ed?e server. Unlike a centralized

network, because an edge server <°“¢ Il

sits at the edge of a network, it S

improves latency, reduces loading

times, and removes the load from edge ) () (X'
the origin server. Instead of .

sending unprocessed data to the I !
data center, edge servers process users [ J§ (] 8
it themselves and send it back to

the client machines.

IP Voice: IP voice services, also known as “Voice over Internet
Protocol (VolP) services,” enable voice communication over the
internet instead of traditional telephone networks. In IP voice services,
analog_voice signals are converted into digital data packets an

transmitted over 1P networks. This technology ‘allows for cost-effective
and efficient voice communication, offering features like call
forwarding, voicemail, video conferencing, and more. IP voice services
have become popular for businesses and individuals alike due to their
affordability, flexibility, and the ability to integrate voice communication
with other digital services, such as email and messaging. They are
commonly | for making phone calls, both™ locally = and
internationally, using the internet as the communication medium.

Copper Wireline Networks. Copper wireline networks are a type of
telecommunications infrastructure that uses copper wires, typically
made of twisted pairs of copper conductors, to transmit voice and data
5|?nals. These networks have been a staple of traditional landline
telephone and broadband intemet services (see “Legacy Voice” below)
for‘rréany decades. Key characteristics of copper wireline networks
include:

Analog and Digital Signals: Copper wireline networks can carry
both analog and digjtal signals. In the past, they were primarily
used for analog voice calls, but they have been adapted to
support digital services like DSL (Digital Subscriber Line) for
broadband internet access.

Local Loop: Copper wires connect homes and businesses to the
telephone exchange or central office, forming what is known as
the "local loop." This connection allows for voice communication
and, in the case of DSL, internet access.

Limited Bandwidth: Copper wireline networks have limited
bandwidth compared to newer technologies like fiber optics. This
limitation can " affect the speed and capacn¥ of internet
gpr{nectlons, leading to slower data transfer rates over long
istances.

Distance Sensitivity: The quality of service on copper wireline
networks can degrade with distance from the central office.
Users located farther from the exchange may experience slower
internet speeds and more signal attenuation.

Legacy Technology: Copper wireline networks are considered a
Iegac% technology, and many telecommunications companies
are phasing them out in favor of more advanced options like
fiber optics or cable networks, which offer higher data speeds
and greater reliability.

Voice and Data Services: While initially designed for voice
communication, copper wireline networks have been adapted to
support digital data transmission, making them suitable for DSL
internet services, even in areas where more modern alternatives
are not available.

In recent years, copger wireline networks have faced competition from
faster and more robust technologies, but they continue to provide
essential connectivity in some areas where” upgrading to newer
infrastructure is cost-prohibitive or logistically challenging.

DSL: DSL, or Digital Subscriber Line, is a broadband internet
technology that uses existing telephone lines to transmit high-speed
data. It allows for simultaneous use of voice and data services over the
same line and offers faster internet speeds compared to traditional
dial-up connections. DSL comes in various forms, such as ADSL
(Asymmetric DSL) and VDSL (Very High Bitrate DSL), each with
different upload and download speeds to meet the needs of different

Internet Service Provider (ISP): An Internet Service Provider (ISP) p)
provides individuals and organizations access to the internet (e.g., for
streaming, gaming, cloud Qomputlng, and web browsm?) using various
technologies like bSL (Digital Subscriber Line), cable, fiber optics,
satellite, and wireless connections and (2) may also’ offer related
services such_as web hosting, email hosting, ‘and domain name
registration. ISPs play a critical role in the infrastructure of the internet;
hey maintain the network infrastructure, provide the necessary
hardware (like modems and routers), and ensure the transmission of
nternet data. Depending on the type of ISP and the services offered
hey can cater to different customer needs, from residential broadban

and_personal mobile access to high-speed fiber connections for
businesses. The quality and speed of internet service can vary greatly
|depending on the ISP, the technology used, and the region.

Ethernet:  Ethernet is a widely-used technolﬁgy for networking
computers and electronic devices within a LAN." It facilitates the
transmission of data over a network through a system of Protocols and
cables (t){plcally Catb, Catb, or fiber o'?tlc). Ethernet defines the way
data is transmitted over the network, ensuring that devices can
communicate with each other effectively. It is known for its reliability,
speed, and ease of installation and is the backbone of most modern
wired LANs. Ethernet speeds have evolved over time, ranging from
gnglnzhl 10 Mbps to modern standards that support up to 100 Gbps and
eyond.

Internet of Things (loT): The Internet of Things (loT) refers to the
network of interconnected devices, sensors, and everyday objects that
collect, exchange, and analyze data over the intemet. These devices
are embedded with sensors, software, and connectivity capabilities,
enabling them to communicate and interact with”_each other
autonomously or with minimal human intervention. |oT technology
enables a wide range of applications across various industries, from
smart homes and cities to Industrial automation and healthcare. By
harnessing the power of loT, organizations can gather valuable
insights, optimize processes, enhance decision-making, and create
innovative new services and experiences for users.

Ethernet-Enabled Fiber Services: Ethernet-Enabled Fiber Services
refer to high-speed internet connections that use fiber-optic cables for
ata transmission and Ethemnet technology for network connectivity.
This combination offers fast and reliable” internet access with the
capacity to support a wide range of applications, including voice,
video, and data services. Ethernet-Enabled Fiber Services are known
for their scalability and high bandwidth capabilities, making them a
ﬁppular choice for businesses and organizations seeking robust and
igh-performance network connections:

LAN: Refers to “local area network,” which is a network that connects
computers and devices in a limited geographical area, such as a
home, school, office building, or c\ose\?{ ocated group of buildings.
LANs enable the sharing of Tesources, like files and printers, among
multiple_users and typically use Ethernet or Wi-Fi technology for
connectivity.

Fiber: Also known as “telecom fiber” and “optical fiber,” fiber is a
technology used in telecommunications for transmitting data and
communications signals. It consists of thin strands of glass or plastic
fibers that carry data in the form of hgght pulses over long distances at
extremely high speeds. Fiber-optic ~networks provide several
advantages, including high bandwidth, low signal loss, resistance to
electromagnetic interference, and the ability to transmit data over long
distances ‘with minimal latency. This technology is widely used for
high-speed intenet connections, telephone services, and other data
transmission needs, making it a crucial component of modemn
telecommunications.

Latenq{: Latenc¥ in networking refers to the time it takes for a data
packet to travel from its source to ifs destination. It is essentially a
delay that occurs during data transmission and processing. Measured
in milliseconds (ms), latency is influenced by various factors including
the distance between the source and destination, the quality and type
of the transmission medium (like fiber optics, copper cables,” or
wireless), and the speed and efficiency of the routers and switches the
data passes through. Lower latency is desirable, especially in
applications where real-time interaction is important, such as video
conferencing, online gaming, and high-frequency trading. High latenc:

can lead to noticeable delays and poor user experience. In contras|

low latency networks are faster and more responsive, which is critical
for time-sensitive data transmission. Latency is distinct from
bandwidth; while bandwidth measures the amount of data that can be

transferred at a fime, latency measures how quickly it gets there.

Networking: Networkin% (or enterprise networking) refers to the
comprehensive set of hardware, software, security' measures, and
management practices, and _policies used to .connect computers,
devices, and "applications in a large organization or business
environment to enable communication and ‘data exchanges among
users in a way that is reliable, secure, and efficient. It encompasses
a broad range of technologies and components, including:

NHQLQ.LKJ.DII:ESILU&IULF This includes routers, switches, hubs, bridges,
wireless access points, and other hardware that facilitate connectivity
within and between different locations of an enterprise.

f&nﬂﬂlﬂ%i Enterprises may use different methods to connect

various parts of the network, such as§1) Local Area Networks (LANs),

%} Wide Area Networks (WANSs), (3) software-defined WANs (SD-
ANs), (4) the internet, and (5) cloud services.

. Network security protects an organization's data and
resources from internal and external threats by using firewalls, anti-
virus software, intrusion detection and prevention systems, and secure
network protocols. With the rise of cyber threats, security is a top
priority in'enterprise networking.

WI&QlﬁLind.M&bﬂLNﬂgQ*&m With the advent of mobile devices
and the increasing need for ‘mobility, enterprises are integrating
wireless networking (like Wi-Fi) to provide flexibility and support for
mobile devices and remote working.

Cloud Networking: Many enterprises are moving towards cloud-based
services, requiring networks that can connect reliably and securely to
cloud providers and support cloud-based applications and services.

MmmgnLaM@qg: Networking in enterprise technology
also mvolves the management of data flow and storage, ensuring that
data is securely and efficiently transmitted, stored, and accessed
within the network.

Emﬁwl%m Enterprise networks must be scalable to
andle increasing data volumes and flexible to adapt to changing
business needs. This often involves the use of virtualization
technologies and advanced network management tools.

Mﬁ&ggmmmm Enterprises need to
manage nefwork performance acfively, ensuring sufficient bandwidth
and minimizing latency, especially for critical applications and data-
intensive tasks.

NgmLK_M_a,nagFmgu_L{aud_M%Mng[ The use of tools and processes
are necessary to continuously monitor network performance, detect
and resolve ‘issues quickly,”and plan for upgrades, changes or
expansions.

EEMM_QW The integration of Intemet of Things (IoT)
evices an echnologies into ‘enterprise networks is becoming
more common, enabling” automation, data analytics, and smarter
business operations.

Pgmég‘%;: Networks must enable secure access to the network
or remote and mobile workers.

&ggmamrMmaggﬁuﬁx This involves optimizing network
performance To ensure high-speed and reliable connectivity Tor various

applications and services.
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SDN: Refers to “software-defined network,” which is a revolutionary
approach to network management that allows network administrators
to manage network services through abstraction of lower-level
functionality. This is achieved by decoupling the control plane (which
makes decisions about where “traffic is sent) from the data plane
(which forwards traffic to the selected destination). In an SDN setup, a
central controller, which is a software-based entity, directs network
traffic, rather than relying on the hardware devices (like switches and
routers) to decide the traffic flow. This centralization of control enables
more efficient resource use, simplified network configuration and
management, improved performance, and enhanced security. SDN is
Pamo_ularly valuable in ‘complex networking environments, offering
lexibility, “scalability, and the ability to programmatically configure,
manage, and optimize network resources.

SD WAN: Refers to “software-defined wide area network,” which is a
specific application of Software-Defined Networking (SDN) technology
applied to WAN connections used to connect enterprise networks over
large geographic distances. SD-WAN simplifies the management and
operation ‘of a WAN by decoupling the networking hardware from its
control mechanism. This approach allows companies to build higher-
performance  WANs using lower-cost and commercially available
internet access, enabling businesses to partially or whOlUlyP replace
more expensive private WAN connection technologies like MPLS. Ke!
features of SD-WAN include centralized control”and management,
|rrf1fp{0ved network agility and performance, increased bandwidth
efficiency, and reduced costs. SD-WAN also offers enhanced security,
better scalability, and the ability to easily integrate with cloud services.
By prioritizing fraffic and choosing the ‘most efficient route, SD-WAN
ensures that critical applications receive the bandwidth they need for
optimal %erformance, making it a popular choice for businésses with
multiple branches or cloud-based services.

Semiconductors: Also known as chips or processors, semiconductors
are made by imprinting a network of electronic circuits/components
onto a wafer that partially conducts 0

electricity, which can thén perform
various " functions, including (a
processing, amplifying an
selectivel! flltennfj €lectronic
signals, {b) controlling electronic
system functions and " processing,
(¢) transmitting and storing data,
and (d) in the case of graphics
processing units, _rendering a
graphlcs display. HPE relies’ on
ata center “processors from

Advanced Micro Devices (x86 and AMD |nte|

and NVIDIA (H100 HGX server
platform graphigss processing units). NVIDIA.

Wireless Access Points (WAP or AP): A WAP is a device that allows
wireless devices to connect to a wired network using Wi-Fi, Bluetooth
or related standards. The WAP connects to a router (via a wirel
network) and FP_mJects a Wi-Fi signal to a designated area. If you want
to enable Wi-Fi access in a part of your home or office where the Wi-Fi
signal is weak or nonexistent, you can install an WAP there to improve
the coverage.

Key functions and features of wireless access points include:
N%_nggm: WAPs bridge the gap between wired and wireless
networks, allowing wireless devices to join the network.
%Baug%_[Emstmz They extend the wireless coverage of a
network, useful in Targe buildings or areas where a single Touter's
signal can't reach.

ME%M‘M%M{@: WAPs enable multiple wireless devices
0 connect to the network simultaneously without significantly

degrading the network performance.

&W&a&;@\:NWAPS often include security protocols to protect the
network, such as WEP, WPA, or WPA2.

Ngmﬁa,Mj,u[agﬁqgm: In larger networks, multiple WAPs can be
managed centrally to ensure consistent coverage and security.
Wireless access points are essential in creating a wireless local area
network (WLANs), especially in large or “densely constructed
environments where walls and other stfuctures can obstruct wireless

sq}nals. They are widely used in public ’()Iaces like airports, hotels,
schools, and businesses to provide network access to a large area.

Switch: A networking switch is a hardware device that connects
devices within a local area network SLAN) such as computers, servers.
and printers. It operates at the data link layer (Layer Zg of the OSl
model, and its primary function is to receive incoming data packets
and direct them to the specific device on the network to which they are
addressed, using MAC addresses. Unlike a hub, which broadcasts the
data to all connected devices, a switch efficiently routes data only to
the intended recipient, reducing network congestion and improving
overall performance. Switches can also operate at the network layer
}\I‘_ayer 3) where they perform routing functions similar to a router.
efworking switches ‘are fundamental'in creating large, scalable, and
efficient networks, especially in organizational and enterprise settings.

WLAN: Refers to “wireless local area network,” which is a wireless
distribution method for two or more devices. WLANs use high
frequency radio waves and include an access point to the Internet.
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VolP: Voice over Internet Protocol (VoIP) is a technology that allows
individuals and businesses to make voice calls using™a broadband
Internet connection instead of a conventional (or analog) phone line.
This works b¥1 convemn%nvo!ce signals into digital data packets and
transmitting them over the internet. VoIP can be used on various
devices, including computers, VoIP phones, and traditional phones
with adaFtersA In"addition to voice calls, VoIP services can include
video calls and text messagm?. This technology offers advantages
such as lower costs, especially for long-distance and international
calls, and the integration of various communication services into a
single network.

5G:_5G, the fifth generation of wireless technology, represents a
significant leap forward in mobile communications, offering
unprecedented speed, capacity, and connectivity. With 5G, users can
experience ultra-fast download and upload speeds, extremely low
latency, and enhanced reliability, enabling a wide range of innovative
a{)pllca.tlons and services. Béyond faster internet” browsing and
streaming, 5G enables transformative technologies such as Internet of
Thln_?s {I/o ), autonomous vehicles, augmented reality (AR), and virtual
reality (VR). By everaﬁ@ advanced technologies like millimeter-wave
spectrum, massive MIMO (Multiple Input Multiple Output), and network
S |C|ng,'5G networks deliver unparalleled performance and support for
a massive number of connected devices.




